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Z2TNA VS VPN:
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AO «OuanorHayka»

Tparerus ZTNA (Zero Trust
Network Access) cefiuac Ha
cayxy. [IpuuémM oHa JOBOIb-
HO YacCTO NMPOTHUBOIOCTABIAETCA
cTapbIM JOOPbIM TexHoaorusaM VPN
(Virtual Private Network). B kaue-
CTBe apryMeHTAa 4dallle BCero npu-
BOJMTCA TaKoe yTBepsKaeHUe: B
otauuyvie ot VPN, KoTopble nmpeno-
CTABISIOT IOJHBIN JOCTYIN K JIO-
KaJIbHOM CceTH, pelieHus: Ha Gaze
ZTNA npeamnoYuTalT HUKOMY He
JOBEPSTH, paspeuias JOCTYI TOIbKO
K TeM yCJIyraM UIH pecypcaMm, KOTo-
pble [I0/Ib30BaTeI! SBHO 3aIIPOCHIIN.
KpoMe sTOTO, OBITYeT MHEHUE, UTO
y VPN HesdPpekTUBHAA IPOU3BOLU-
TeNbHOCTD: HaIlpuMep, KOHIIEHTPAaTO-
pe1 VPN MoryT co3gaBaTh y3KHe MeCTa,
YTO MPUBOAUT K CHHUIKEHUIO ITPOU3BO-
IUTEIbHOCTH, YpE3MEPHOH 3a/IepIKKe
B o6MeHax MHpOpMaNUen U TOMy I10-
IOOHBIM HenpUATHOCTAM. [Topo#l Ha-
cTpoiika VPN — moporas u TPymoéM-
Kad Ipolieypa, Tpedylomas 60IbIINX
YCUIIMH CO CTOPOHBI CITy»KOBI 6e30mac-
HOCTHU ¥ CAMUX I10JIb30BATENEH.
B o61meMm, «nepexodume sce ha ZTNA,
u 6ydem sam cuacmbve». Tak 1u 3T0?
Hey:kenu MpUIIo BpeMs CIUCBIBATD CO
CUeTOB ITPOBEPEHHBIN BpeMeHeM VPN?
JlaBaiiTe rmopaccy:kaaeM Ha 3Ty TEMY.

A 4YTO TAKOE ZTNA

B crpareruu ZTNA gocTyIl K pecypcam
U IIPUJIOKEHUAM MIPEIOCTaBIIsAeTCA Ha
OCHOBE CTPOTOH ayTeHTUUKALINY U aB-
Topusanyy. Kaskaplil moiap30BaTeNb 1
KasKI0€e YCTPOMCTBO JOXKHBI TPONUTH
NIPOBEPKY M aBTOPUBALIUIO IIePe] IOy~
4YeHUeM AO0CTyla K pecypcaM. A caMu
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II0JIb30BATENN U YCTPOUCTBA UMEIOT
TOJIBKO Te IPUBUJIETUH, KOTOpBIE He-
00XOIUMBI [JIsI BBITIOTHEHUSA UX KOH-
KpeTHBIX 3a/iad. Bcé 3To ymMeHbIIaeT
BEPOATHOCTDb HECAHKIIMOHUPOBAHHO-
0 [OCTYIIa 1 TOMOTaeT IPefOoTBPATUTD
BPEIOHOCHBIE IeHCTBUA.

Ho, npexpae yuem rosoputhb 0 ZTNA
JaJiblile, OKYHEMCS B ICTOpHIO. CUMTaEeTCH,
4yTo unes Zero Trust («HyneBoro moBe-
pusi») 6bLIa NpUAyMaHa B 2010 TOfy aHa-
smtukoM Forrester. IIpu sTom B Poccun
apaiurMa «I0BepeHHOU Cpefbl» I0si-
BUJIACh JIeT HA 25 paHbllle. HecMoTps Ha
IIPOTHUBOIIONOXKHBIE HA3BAHUSI, €CTb MHO-
ro 00BbeIUHAIMINX UX KpUTepUeB (pas-
peliIeHo: TOIbKO olpefeneHHoe I10, mpo-
IIecChI, OIpefieNleHbl PeCYpPChL, K KOTOPBIM
IIpefoCTaBIIAeTCA JOCTYI).

ECTb 11 OTIINYUA: TTIABHBIN T€3UC KOH-
LIEMIUH «TOBEPEHHOH Cpefbl» — eCIU
MBI CMOXKeM OBITb YBepeHHBIMH B Ha-
OEKHOCTU (JIOAJIBHOCTH, TOBEPEHHO-
CTH) KaKIOTO dJIeMeHTa, HaM He 00s-
3aTeNbHO M30/IMPOBATh MX B 3aMKHYTOH
cpefie. B cuny mpuHIIUNA JeKOMIIO3HU-
LY, KaKObII 3JIEMEHT 3allMIaeMOI
MHPOPMAIMOHHON CUCTEMBI CaM II0
cebe MOsKeT OBbITh 3allUIIEH, U B 3TOM
cilydae coeJUHeHMe UX B eJUHYI0 MH-
$opMaIOHHYI0 CHCTEMY C TIOMOIBI0
3AIUIMIEHHBIX KAHAIOB ITO3BOJIUT CO-
30aTb BOKPYT MHGOpMAIIUU HagEM)-
HyI0 000JI0UKY.

«[loBepeHHas cpefa» MPeAIoIaraeT,
YTO HOKHO OBITH JOBEpPUE:

# K OKPY>KeHUIO CICTEMBI;

¢ K CyO'beKTaM OTHOIIEHNH;

+ K IIpaBUjIaM U [IpolLiefypam;

¢ K anmapaTHON U IPOTPaMMHON
matdopme;

bl W1 OAPY3bA?

4 K BBIIIOJIHAEMBIM OIlepaliaM;
+ K KaHa/IaM [epefadu HHGOpMaIUK.
JocTudb TpebyeMoro ypoBHs JOBe-

pusi BO3MOSKHO, eCIi 00eclieunBaeTCs:
+ JIoOKanIM3alusa NHPOPMAIMOHHBIX

pecypcos;
4 CYETHOCTD CyO'BEKTOB U OOBEKTHI

IOCTYIIa;
¢ IOBEPEHHOCTb KOHQUTYypalluU U

HaCTPOUKU;

4 LIEJIOCTHOCTD BCEX JIEMEHTOB;

4 TIOIKOHTPOIBHOCTD BCEX JIEHCTBUH;
4 JIOTUPOBaHUE BCEX COOBITHI.
VHBIMU CIIOBaMH, [JId peannsalun

KOHIIEIIINH «JOBEPEHHOH CPeibl» B MH-

$opMaLOHHOH CUCTEME IOTKEH ObITh

CO3[IaH CIIeLINJIbHBIHI CETMEHT, HMelo-

U 3aIIUTY [0 BCeMY EPUMETPY U He

MO3BOJIAIIINI TOCTOPOHHEMY GECKOH-

TPOJIBHO obOpamaTecs ¢ tHGopMalien.
BepHémcsa k crpareruu ZTNA. OHa

IpenronaraeT co3gaHue BOKPYT MPU-

JIO3KEeHUS WIN TPYMIIBI IPHIOKEHUH

JIOTMYECKOH I'PaHUIBI JOCTYIIA Ha OC-

HOBe UAeHTHUUKAIIMU U KOHTEKCTA,

TO €CTb y4€Ta rPYIIIbI UK POJIU I10Ib-

3oBarend, ero IP-agpeca, MecTomnomo-

JKEHUS M BpEMEHHBIX OIpaHUYeHUH.

Ilens ZTNA 3akmodaeTcs B obecrieue-

HUY 6e30IIaCHOr0 AOCTYTIA K pecypcam

U IIPUJIOKEHUAM B CETU BHE 3aBUCUMO-

CTH OT PACIIOJIOXKEHUSA YCTPOHUCTBA MIIH

TI0/Ib30BaTEISA.

Crparerua ZTNA npepronaraert:
+ KasK/Ioe yCTPOHCTBO, [10Ib30BaTENh

U TIPUIOXKEHUEe JOKHBI OBITH ITPOBe-

PEHBI M aBTOPU30BAaHBI Nepef, IoIyde-

HMEeM JOCTyIa K pecypcaM B ceTu. Het

IOBEpHUA K YCTPOHCTBY WJIH MOIb30Ba-

TEJI0 Ha OCHOBE UX CETEBOTO ITOJIOMKe-

HUS WIN IPEBbITYIINX pa3pelieHu;
¢ CeThb pasfensaeTca Ha OTHOeIbHbIe

MUKPOCETMEHTHI (MUKPOIIEPHMETPBL),

I7e JOCTYII K pecypcaM U NMPUIOKEHH-

SAM CTPOro KOHTponupyercs. Kaxmoe

coeMHEHME U KaKIBIH 3aIIPOC TOTIK-

HBI ObITh ayTEeHTUPULIINPOBAHBI U aB-

TOPU30BaHbI HA YPOBHE MUKPOCETMeH-

Ta. JTO II03BOJIAECT OTPAHUYNUTD JOCTYII

K pecypcaM TOIbKO AJIs HE0OXOAUMBIX

MOIb30BaTENeN U YCTPOHCTB U MUHU-

MH3UPOBATH IOBEPXHOCTD aTaKH;
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¢ IUIs TIONy4YeHUs JIOCTyIa K pecyp-
caM TpebyeTcs He TOJIBKO [1apoIlb, HO
U y49eT KOHTEKCTa, TaKOro KaK aTpu-
Gy TBI [TOTIb30BATENS, UOEHTHGUKAIUS
YCTPOMCTBA, KOHTEKCT ITOIKITI0YEHHS
U fpyrue GaxTOpHL

B mpuHIuIe, 06€ TOYKHU 3peHUs Io-
BOPAT O CXOKHX CyIIHOCTAX. Ho Tpamy-
IIOHHO «IbSIBOJI KPOETCS B IETAIIIX».

C TOYKU 3PEHUS «HYIEBOTO IOBEPUSI»
IIPEsKIIe BCEro TpebyeTcs ITOCTOSHHBIH
MOHHUTOPUHT U yIIpaBJIeHNE JOCTYIIOM
U IPUBUJIETUAMU I10JIb30BaTENEN, a
TaKKe MOHUTOPHUHI BCero Tpaduka
Ha IpegMeT BPeJOHOCHBIX JeHCTBUH.
U 31ech 0CTaeTcss OTKPBITBIM BOIIPOC
HOOBepHsA K KOHEYHOMY 060py0BAHUIO
MOTH30BATEN.

C TOUKU 3peHUs «T0BEPEHHOU CPeIbl»
TpebyeTcsl MOCTOSIHHBIN MOHUTOPUHT
KOHQUTYypaIUH, HACTPOEK U I[ETI0CTHO-
cTu pabounx MecT. To ecTb Ipeske Bce-
ro — GpOpMHUPOBaHUSA JOBEPUs K KOM-
MBIOTEPY KOHKPETHOTO IT0JIb30BATEA.

Hy, a mpouenypa ugeHTUUKAIUN —
ayTEeHTUPHKAINN — aBTOPU3ALUHU B
060UX CITy4asix ABIAETCS 00A3aTeNbHOM.

O6paTHTe BHUMaHUE Ha [IBE BECh-
Ma CXOXKHe CYLUIHOCTH: B OJJHOM CITy-
yae FOBOPUTCSA O CErMEHTHPOBAHUU
ceTu (Jiokanusanuu o6pabaTbIBaeMom
nHbOpMAIIUH), B APYyTOM — O MHUKPO-
cerMeHTax (COOCTBEHHO JIOKaIN3aIUN
MIPUIOXKEHU).

CJ/1ABOE 3BEHO

Mesxay TeM, BO BCeX OIMCAHUSIX CTpa-
Teruu ZTNA, B oTandue OoT KOHIIEN-
IIUU «JOBEPEHHOM Cpefibl», HE YIIOMMU-
HaeTca 006 OJHOM BasKHOM BIIEMEHTe.
[TocMOTpUTe BHUMATENIbHO: €CTh yHa-
NEHHBIN (XOTsI He 06s3aTeNIbHO) MOJIb-
30BaTelb, KOTOPOTO MPOBEPUIH CO
BceM IpucTpacTrueM. KoMmbioTep ero
TOXKe ONO3HAIU: UAeHTHUPULMPOBaA-
71 U NIPOBEPUNIU BCe €T0 NapaMeTphI.
A emmé ecTb MUKPOCETMEHT CETH, B KO-
TOPOM HaXOOUTCS HYKHOE II0JIb30Ba-
TeJo MPUIOoKeHUe.

[TonmyyatoTcs ABe HOBEpEHHbIE CYII-
HOCTU. U TYT BCTaeT BOIIPOC: & KaK 3TH
CYLIHOCTH B3auMopeicTByioT? ITo Bcelt
BEPOSATHOCTH, 31eCh TPeOyeTCs KaKOH-TO
3aIIUIIEHHBIN (JIOBEPEHHbIH) KaHAI, TEM
6oree YTO OOIIEHNE CYLTHOCTEH UIET Ye-
pe3 3apaHee arpecCUBHYIO Cpefy.

Ha ceronHsa Han6omnee 3pPeKTUBHBIM
U1 9TUX LieNlel MpU3HaeTCs MHUppoBa-

Hue. Ho Beqib He Bce NIPUIOXKEHUS UMe-
10T Kpunrorpapudeckyo GyHKIUIO.
U Torma KaHaJ cBA3U 6€3 KpUIITOrpa-
¢duu okazbIBaeTCs CaMbIM CIabbIM 3Be-
HOM 3aIIUTHL.

YT0OBI yCTPAHUTH 3Ty Opelllb, CTPO-
ro cuenysa crpareruu ZTNA, nmorpe-
OyeTca Ha IpaHUIle KaxKI0ro MUKPO-
CerMeHTa CTaBUTH HEKOE YCTPOHCTBO,
Mo3BoOJAIIIee 00ecneduTb mudpo-
BaHHBIN 00MeH nHOpMaIel MeX Iy
M0/Ib30BaTeeM U BbIOpaHHBIM MpU-
JIO’KEeHUEM.

A ecni TIOJIb30BATEND UCIIONb3YeET He-
CKOJIBKO IIPUJIOKEHUH MIIN HECKOJIBKO
NI0JIb30BaTesIeH U3 Pa3HBbIX MECT XOTST
3a/1efICTBOBATD OJJHO U TO K€ IPUIIO-
’KeHUe, 4To AenaTs? [IpefcraBiseTe,
HACKOJIbKO 5TO YCIOXKHUT cUCcTeMy?!

OnHAKO BBIXOM U3 HTOHM CUTYyaIUU
ecTb. Hajio MOCTPOUTH «TOJICTHIN» Ka-
HaJI, 3aIIUIIeHHbIN KpUunrorpapuen,
MesK/[Ty oIb30BaTeleM U IepUMeTPOM
ceTH, a yKe Jajbllle IPUMEHATb CTpa-
Teruio ZTNA. Hy a ueM 3T0 oTin4aeTcsa
oT Kytaccuueckoro VPN? Bot v monyya-
eTcs, UTO OIHO 6€e3 IPYroro He JACT JKe-
71aeMOT0 pe3yIbTaTa.

AOBEPSIN, HO NMPOBEPAN

17151 TOr0 YTOOBI 06ECTIEYNTh KOHTEKCT-
HyI0 ayTeHTHUUKAIINIO, BHAYAJIE HAJI0
NIPOBECTU MHBEHTAPU3AIIUIO yIaIEH-
HOTO KOMITbIOTEPA, CO3[IaTh HEKUI eTo
mpodUIb U B IaNbHEHIIEM C PErysip-
HOU MEPUOAUYHOCTHIO OTCIEKHUBATH
€ro COCTOSHUE, HACTPOHKH, KOHOUTY-
panuio, LIeJIOCTHOCTS.

To ecTb HEOOXOAMMO B pesKHIMe peasib-
HOT'0 BpeMeHHU IIPOBOAUTH MOHUTOPKHT:

+ I'IE HaxoauTCA KOMIIBIOTEP;

+ KAK nopkiodaeTcsa KOMIIBIOTED;

¢ YTO ycTaHOBIIEHO Ha KOMIIbIOTEPE;

¢ YTO 3amyiieHo Ha KOMIIBIOTEpPE;

¢ 4YTO pgenaeT MoIb30BaATENbD.

IIpu sTOM CpencTBO MOHUTOPUH-
ra JOJLKHO KaK MUHUMYM yMeTb KOH-
TPONMPOBATD:

4 Te0JIOKalMI0 KOMIIBIOTEpa U CTPYK-
Typy UHGOPMAIMOHHOH CETHU;

4 cocTaB IIPOrPaMMHOI0 U alapar-
HOTO 0becIieueHusd;

¢ MapaMeTpbl HACTPOUKU OIlepaIy-
OHHOI CHCTEMBbI, BEpCUOHHOCTBD, 06-
HOBJIEHUS;

¢ HaJIM4yue yCTaHOBJIEHHBIX CPE/CTB
3aMUTHI NHPOPMAIWH, UX ITapaMeTpPhI
Y BKJIIOUEHHBbIE KOMIIOHEHTHI 3alIUTHI;

OOBEPEHHAA CPEOA

4 YCTaHOBKY, HACTPOUKY, aKTyallb-
HOCTb ITPOIPaMMHOr0 obecredeHus;

¢ TUII U cocTaB nmogkaoueHHbIx USB
YCTPOKCTB;

4 3aITyllleHHbIE B OIEPAI[OHHOH CH-
cTeMe MPOLIECChL;

+ poruienypsl logon/logoff monbzo-
BaTee.

CBeneHUs1 060 Bcex 3TUX NTapaMeTpax
KaK pas U OyoyT COCTaBIATb IPodUIb
pabouero MecTa. Ho naccuBHoe HaOIII0-
IeHUe BT, JTU JACT MOTO0XKUTEIbHBIH
3¢ PexT. Heo6X0ayMo He TOIBKO KOH-
TPOJIMPOBATD, HO U UMETb BO3MOXKHOCTD
YIPaBIATb PpAOOUNM MeCTOM: YBELOM-
JATb aIMUHUCTpaTOpa 6e30MacHOCTH
00 OTKJIOHEHUSX, 6JIOKUPOBATD JOCTYII
B KPUTHUYECKUX CUTYyaIUAX WU Iepe-
BOIUTDb KOMIIBIOTEDP B KapaHTUH.

OpHako U 3Toro majo. HysxHo mpa-
BWJIBHO ITOCTPOUTDH XPAHWINIIE, B KO-
TOPOM U JOJIXKEH XPAHUTHCSA TOT CaMbIH
npoduib pabouero MecTa, ¢ KOTOPbIM
OyIeT IPOBOAUTBCS CpaBHEHHE. DTO U
OymeT KopeHb foBepud. EcTecTBeHHO,
YTO TaKOe XpaHWIHUIIE JOKHO ObITh Ha-
OEKHO 3alUIEHO U UCKITIOUATD BCAKYIO
BO3MOXKHOCTb U3MEHEHUs TPOPUIIEH.

PE3IOME

[IprMeHAa HOBble TEXHOJIOTUU B 3a-
uuTe nHPopMali, He HaJo0 3a0bl-
BaTb U O ysKe IIPOBEPEHHBIX U XOPOLIO
cebs1 3apeKOMEeHI0BABIINX TEXHOJIO-
rudax. Crparerua ZTNA He 3aMeHAeT
VPN, a Hao60pOT IpeAmnoIaraeT cuM-
6103 3TUX TEXHOJIOTHH.

U COBOKYITHOCTBb TEXHOJIOI'MH, 06e-
CIIeYUBAOLUX pealln3alUIo cTpaTe-
ruu ZTNA, 110 MeHbLIel Mepe, HO He
OrpaHHUYMBAsCh, JOIKHA II03BOIATH
BBINOIHATD:

+ cTporylo (Hanpumep, IByx$parTop-
Hy10) ayTeHTUPHKAIINIO;

¢ MOHMTOPHHI COCTOSHUA U Napa-
MeTpOB KOMIIbIOTEpa I0JIb30BATEL;

¢ MOHHTOPHHT COCTOSAHUA U ITapaMe-
TpoB Gp3H, yCTaHOBIIEHHBIX Ha KOM-
IbIOTEpE M0Ib30BaTelsd;

¢ cTporoe pasrpaHU4eHHe II0JTHOMO-
YU TI0JIb30BaTENA (HAIpUMep, [10 MaH-
OATHOMY IIPUHITUITY);

¢ co3[aHUe 3allMIIEHHBIX KaHaIO0B
cBa3U (Hanmpumep, npuMeHeHue VPN);

4 BO3MOJKHOCTB GIIOKMPOBKU IIOA-
KJII0YeHUs KOMIIbIOTepa I0/1b30BaTeNd
K CeTH B cIydae HapylleHUsA yCTAHOB-
JIEHHOM ITOJIMTHKY €0 MCIIOIb30BaHHUA.
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